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Abstract

Cryptographic protocols are the foundation of secure digital com-
munication, yet their design remains error-prone, as evidenced by
the vulnerabilities that have plagued even the most widely adopted
protocols throughout history. Security properties are typically for-
malized using either trace properties or indistinguishability, each
addressing distinct security guarantees, such as agreement and au-
thenticity for the former and anonymity and strong secrecy for the
latter. Formal verification of cryptographic protocols spans both
symbolic and computational models. While symbolic techniques
enable automation and scalability, they do not provide computa-
tional security guarantees. Computational models, though robust,
are harder to formalize and automate. Recent advances, such as
the Computationally Complete Symbolic Attacker (CCSA) model
and its logic, the Bana-Comon Logic (BC Logic), bridge this gap
by supporting both trace properties and indistinguishability. How-
ever, despite significant progress in proof assistants, automating
indistinguishability remains a challenge due to its combination of
unstructured equality theories, complex non-classical calculus, and
partially inductive reasoning—all requiring expert knowledge in
both cryptography and logic.

This paper introduces a novel approach to automate indistin-
guishability proofs in the CCSA model, implemented in the auto-
mated prover CRYPTOVAMPIREZ2. We extend CRYPTOVAMPIRE to sup-
port indistinguishability by designing GOLGGE, a PRoLOG-inspired
backtracking engine over equality graphs (e-graphs), which pro-
vides strong, rewrite-driven equational reasoning capabilities. We
adapt the BC Logic rules to this new framework, yielding semanti-
cally compatible statements. The effectiveness of our approach is
demonstrated by automating all indistinguishability goals in the
SQUIRREL repository.

CCS Concepts

« Security and privacy — Logic and verification; Formal secu-
rity models.
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1 Introduction

Cryptographic protocols serve as the foundation enabling secure
communication among the components of our digital infrastructure.
However, their design remains a challenging and error-prone en-
deavor. Historically, vulnerabilities have been uncovered in widely
adopted protocols, ranging from the classic attack on the Needham-
Schroeder protocol [54] to repeated breaches in the TLS protocol [3],
and even in emerging blockchain protocols [56]. These incidents
underscore the need for rigorous verification methods.

Formal methods have emerged as a robust approach to ensure the
correctness of cryptographic protocols. Notably, they have played
a pivotal role in the development of modern standards such as
TLS 1.3 [15], WireGuard [52], and 5G-AKA [50]. Security proper-
ties for these protocols are typically formalized using either trace
properties [55] or indistinguishability relations [25]. Trace properties
focus on guarantees for individual execution traces, encompassing
secrecy, authentication, and constraints on the order of security-
relevant events. Indistinguishability, on the other hand, ensures that
an attacker cannot distinguish between two protocol configurations,
such as identifying which of two secrets is in use.

1.1 Related Work

Formal verification of cryptographic protocols is broadly catego-
rized into symbolic and computational models. Symbolic techniques
abstract away from the algebraic properties of cryptography, mod-
eling attackers as entities with infinite computational resources but
limited to constructing symbolic terms from their existing knowl-
edge (the “Dolev-Yao” attacker [35]). This abstraction simplifies
proof techniques and has led to the development of automated ver-
ifiers like PROVERIF [17] and TAMARIN [58]. However, symbolic se-
curity does not guarantee computational security; protocols proven
secure in the symbolic model may still be vulnerable to attacks ex-
ploiting weaknesses in their cryptographic implementations [16].
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Conversely, the computational model uses probabilistic and com-
putational notions to mirror real-world implementations. Here,
attackers are probabilistic polynomial-time Turing machines, and
proofs reduce protocol security to mathematical assumptions. While
providing strong guarantees, this model is harder to formalize
and automate. Nonetheless, several tools have emerged, attempt-
ing automation. For instance, EAsYCRYPT [14] is a cryptographic
proof checker simplifying reasoning about probabilistic compu-
tations, typically used for cryptographic schemes. Additionally,
CRYPTOVERIF [18] automates game-based proofs for protocols but
lacks support for states. Finally, OwL [38] uses types for integrity
and confidentiality properties.

Recent efforts have focused on bridging the gap between sym-
bolic and computational models, seeking to combine the ease of
symbolic proofs with the strong guarantees of the computational
model. A pivotal development in this direction is the Computation-
ally Complete Symbolic Attacker (CCSA) model and its associated
logic, the Bana-Comon (BC) Logic [9-11] , which has since been
formalized as a fragment of higher-order logic [29]. The BC Logic
supports both trace properties and indistinguishability (Def. 1),
enabling computationally sound formal verification. While early
proofs in the BC Logic were conducted manually, recent advance-
ments have led to the development of the interactive proof assistant
SQUIRREL [5] and the automated prover CRYPTOVAMPIRE [45], the
latter supporting only trace properties. The growing interest in
CCSA has further extended its capabilities to include stateful pro-
tocols [6], post-quantum security [28], and proof composition [27].
SQUIRREL, as an interactive theorem prover, has made significant
progress in usability through custom security games [8], automa-
tion of non-cryptographic goals [7], and strong typing [34] . How-
ever, it still demands expertise in both cryptography and logic,
and full automation, in particular of indistinguishability proofs,
remained until now an open problem.

Automating indistinguishability goals poses a number of chal-
lenges. Proofs in this setting typically require complex equality
reasoning in a non-classical logic, necessitating non-trivial choices
from cryptographers when applying cryptography-related rules.
These challenges can in principle be addressed individually: con-
gruence closure algorithms [67] handle equational reasoning; some
theorem provers can reason in non-classical logics [62]; undirected
choice can be modeled as SAT and related approaches [30, 57];
and PrRoLoG [26] and DATALOG [22] execute rule systems. How-
ever, integrating all these requirements into one system is an open
challenge. Satisfiability Modulo Theory (SMT) solvers [12, 33, 51]
are natural candidates, given their ability in principle to handle all
these requirements (including non-classical logic [36]), but they al-
ready proved to require external assistance for trace properties [45]
and remain incapable of handling indistinguishability goals inde-
pendently, especially in quantified theories. A fundamentally novel
approach is thus needed for machine-checked, automated reasoning
about indistinguishability properties.

1.2 Our Contributions

This paper introduces the first methodology for automating indistin-
guishability proofs in the BC Logic. Our approach is implemented
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in new version of CRYPTOVAMPIRE!, called CRYPTOVAMPIRE2, and
delivers the following key contributions:

(A) Leveraging automated equality reasoning in the form of
EGG [67] and inspired by EGGLOG [68], we introduce GOLGGE, a
Prorog-like [26] backtracking engine reasoning modulo equality.

(B) We adapt SQUIRREL’s rules to the GOLGGE engine, rethinking
the subterm relations ubiquitous in the CCSA to align with equality
reasoning. We also extend the concept of bi-deducibility [6] to
avoid expensive rules. We ensure compatibility with SQUIRREL’s
first-order semantics and prove the soundness of our approach.

(C) We conduct an experimental evaluation of CRYPTOVAMPIRE2
on challenging, state-of-the-art protocols from [5, 6], in particular,
we consider all indistinguishability queries in the SQUIRREL protocol
library that are expressible as bi-processes (i.e., pairs of protocols
sharing a structure, but differing on terms), which is the format that
our tool supports at present.? CRYPTOVAMPIRE2 automates all such
queries, taking as input the protocol specification and the security
goals, expressed as trace properties, in less than 2 min 15 s each, on
consumer hardware, showcasing its efficiency as a verifier.

The technical report [46] provides further details and proofs.

2 Overview

CRYPTOVAMPIRE2 attempts to prove the indistinguishability of user-
specified protocols. To that end, CRYPTOVAMPIRE2 expects the fol-
lowing inputs from its users: (i) function declarations, (ii) steps
representing atomic inputs/outputs, (iii) their instantiations for
each protocol, and (iv) constraints on all the above. These con-
straints could be cryptographic assumptions, simplification rules,
structural dependencies across steps, or supplementary lemmas.
CRrYPTOVAMPIREZ then attempts to prove the indistinguishability of
the specified protocols by building a proof tree using the BC Logic
and SQUIRREL-compatible rules.

ExampLE 1 (Basic HasH). To illustrate, we introduce the classic
CCSA example in the form of the following RFID-like protocol [20]:

T, - R: <n,‘H(n,kj)>

1
< R: ok ifk; isinR’s database M

Here, a tag T; outputs a fresh nonce n both in plaintext and hashed
(H ) with the key k; shared with a reader R. For simplicity, we model
a single reader R operating over multiple tags T (parameterized by
J)- This protocol features unlinkability, meaning an attacker cannot
trace a tag across multiple executions. This is expressed by observing
that (1) is indistinguishable from:

T, > R: <n,7—((n,k;j)> 2
—R: ok ifkj; isinR’s database )

where i identifies multiple runs of the protocol. In (1), k; is reused
across sessions, while (2) uses a fresh key each time.

We now illustrate the main steps of analyzing Ex. 1 in CRYPTO-
VAMPIREZ.

The old version of the tool will be referred to by its paper, i.e., [45].
2This notably includes all examples from the original [5].
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2.1 Formalization of the Protocol

Following the CCSA model, cryptography is represented symboli-
cally using a term algebra built on a set of honest functions ¥ and
a set of nonce names N.

2.1.1 Honest Functions. The functions in # become uninterpreted
functions in CRYPTOVAMPIREZ, representing deterministic polynomial-
time Turing machines.

ExaMmpLE 2 (FuncTIONs). To encode Ex. 1, we use the following
functions in F: (_,_), m1(_), m2(_) for pair construction and projec-
tion; ok, ko for success and failure of tag authentication; H (_, _) for
hash computation; and If _ then _ else _ for conditionals.

2.1.2  Honest Randomness. The only source of honest randomness
in CRYPTOVAMPIRE2 is nonces, representing pairwise independent
uniformly random bitstrings of length 7, the security parameter.
In the logic, nonces are constants used to express cryptographic
properties (e.g., collision-resistance). Nonces are indexed to support
freshness across an unbounded number of sessions and participants.

ExampLE 3 (NoNcEs). In Ex. L N = {n[_,_],k[_],K [ _]}.
n [i, j] and K’ [i, j] are indexed by the session i and the tag identifier
J, while k [j] is indexed only by the tag j. We use nonces to represent

keys as they are a source of honest randomness.

2.1.3  Protocol Steps. Within CRYPTOVAMPIREZ, a protocol is a set
of atomic steps, and each execution is a valid sequence of those steps.
A step takes an input and computes an output (or message). It may be
guarded by a condition, specifying when its execution succeeds. To
consider indistinguishability, protocols must share some common
structure to enable lock-step execution similar to PROVERIF’s Bi-
Processes [19]. In the context of the CCSA we say such protocols
are compatible, meaning they share their step identifiers.

ExXAMPLE 4 (STEPS). We express Ex. 1’s (1) and (2) using the fol-
lowing steps. p is the protocol ((1) or (2)), and mk is an alias for the
keys: mk (i, j, (1)) = k [j] and mk (i, j, (2)) := K" [i, j].

T[i, jl: (i execution of the j™ tag)

Condition: true
Message: (n [i,j],H (n [i, j], mk (i, j, p)))

Rs [i, j]: (Authentication of the j™ tag on the i execution)
Condition: iy (in) =H (71 (in), mk (i, j, p))
Message: ok

where in stands for input@,Rs [i, j].
Rf [1]: (No authentication on the I'" execution)

Condition: =3i, j.m, (in) = H (my (in), mk (i, j, p))
Message: ko
where in stands for input@,Rf [I].
Protocol steps are executed following an order captured by the

relation a < b. We also introduce the mutually exclusive relation o
to ensure at most one can be executed in the same protocol run.

ExaMPLE 5 (MUTUAL ExcLUSION). In Ex. 1, the reader can only
execute one branch per session. Thus, for each session i, the authentica-
tion either succeeds or fails, and at most one tag can be authenticated:

foralli, j #k, (Rf[i] o Rs [i, j]) and (Rs[i,j] o Rs[i,k]) (3)
No other ordering constraints apply to this protocol.
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2.1.4  Semantic and Cryptographic Properties. The semantics of
constants and functions are expressed through rewriting rules, in-
ference rules, and first-order formulas. Following the CCSA model,
these are proven against the computational attacker and relevant
cryptographic assumptions, capturing what the attacker cannot do.

The simplest properties are directed equality rules, used by GOLGGE
to manipulate proof goals before applying an inference rule.

EXAMPLE 6 (PROJECTION). 1 is a destructor for (_, _), yielding
the following rewrite rule:

w1 ((x,y)) w> x (@)

These rules also encode cryptographic and protocol-specific
properties. For instance, Lem. 1 describes Ex. 1’s authentication.

LEMMA 1 (AUTHENTICATION). Both protocols of Ex. 1 manifest
authentication between tags and the reader: when happens (7)=true,

o (input@p‘[) =H (m (input@pr) ,mk (i, j, p))
T, <1
w | A (input@,7) = m (msg@,T [ /1) (5)
A 1y (input@p 1) = m5 (Msg@, T [, j])

for any . This means that if the condition of a step Rs succeeds (i.e.,
a reader believes authentication succeeded) then a corresponding step
T occurred earlier, and the inputs and outputs of both steps matched
(i.e., the corresponding tag indeed tried to authenticate).

Properties that cannot be expressed as equality rules, typically
related to cryptographic properties, are inference rules. The core
mission of CRYPTOVAMPIREZ is to chain these rules to automate in-
distinguishability proofs. For Ex. 1, it is relevant to include Prop. 1°.

PrOPERTY 1 (PRF). WhenH (_, _) behaves like a Pseudo Random
Function [40], the following rule holds:

u~okCln] ~b mk,nwprr C[_],m
u~vkC[H(mk)]~b
where k and n are nonces, a ~ b is the indistinguishability predicate,
and m, k,n »prp _ is a subterm relation that ensures (i) n is fresh,
(ii) the key k was not leaked nor misused, and (iii) H (m, k) is not
used outside of the hole in C [_].
When these conditions hold, this rule allows the prover to replace
H (m, k) by a fresh nonce in an indistinguishability goal.

PRF

A major contribution of this paper is to merge Prop. 1’s (i), (ii)
and (iii) into the single predicate _, _, _»pgrr ensuring each argue-
ment search through the same term, leading to soundness modulo
rewriting. Finally, properties not expressible as rewrite rules or
inferences are given using first-order formulas. For example:

THEOREM 1 (No GUESSING). For any nonce n € Ny, BC term t,
net=|n#t (6)

where x » y is also a subterm relation meaning that x is not used
in y. That is, honest nonces cannot be guessed: a term that has no
dependencies on a nonce (n » t) cannot be equal to it (In # t|).
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(a) E-graph represents (a x 2)/2.

lofioRe]

(b) Rewrite ax2 v a < 1.
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(c) Rewrite (axb)/c ~ ax* (b/c).

Solid boxes denote e-nodes; dotted boxes denote e-classes; white e-classes are new e-classes.

Figure 1: Applying rewrites over an example e-graph (adapted from [67])

2.2 Proof Search modulo Equality

The presence of inference rules like Prop. 1°’s PRF naturally suggests
ProvroG-like reasoning: a depth-first search in the graph induced
by the inference rules to find a proof tree, or in our case, a Directed
Acyclic Graph (DAG). However, the requirement for robust equality
reasoning—due to the many potentially complex equational rules—
makes direct use of PRoLOG [26] impractical. The closest existing
tool to our needs is EGGLOG [68], an extension of DATALOG with
strong support for equality, but its logical fragment lacks the ex-
pressiveness required for our rules. Thus, we developed our own
automated reasoning engine: GOLGGE.

2.2.1 E-Graphs. Both EGGLOG and GOLGGE rely on e-graphs [60],
efficient data structures for storing terms and a congruence relation
(i.e., an equivalence relation ~ such that X ~ § = f (¥) = f (¥)).
An e-graph is a collection of e-classes, each composed of e-nodes.
An e-class represents the subset of an equivalence class stored in
the e-graph, while an e-node describes one way to construct an
element of this e-class by applying a function symbol to other e-
classes. Typically, the relation = is approximated using oriented
equation rules. Fig. 1 shows an evolving e-graph under rewriting of
(a*2)/2 using the rules x * 2 »» y < 1 and (x *y)/z »» x * (y/2).

2.2.2  Backtracking. EGGLOG’s key insight is to store facts as e-
classes (subsets of equivalence classes in an e-graph). GOLGGE reuses
this insight but flips EGGLOG’s reasoning* from forward (building
the DAG from axiom e-classes to the goal e-class, DATALOG-style) to
backward (building from the goal e-class toward the axiom e-classes,
ProLOG-style). GOLGGE goes further than backward chaining, fea-
turing powerful caching akin to SLG resolution [23].

EXAMPLE 7. Let a and b be two constants (i.e., honest functions
with no arguments). To prove n» f(a, 7ty ({b, n))), GOLGGE builds the
proof tree (7) transparently using Ex. 6’s rewriting rule (4):

b

a
ne» cy np» Ccs

™

f
nw» cq
withc; = f(a,m; ({b,n))), cz =~ a, c3 = my ((b,n)) = b.

This backward reasoning enables dynamic computation of appli-
cable rules for each goal e-class, allowing arbitrarily complex rules.

3see its proof in the technical report [46]
“hence the name of the tool.

Notably, we can offload some goals to [45], translating them into
first-order queries for external SMT solvers [12, 33, 51]. CrRYPTO-
VAMPIRE2 coordinates Section 2.1 and Section 2.2 together. It trans-
lates the protocols and their constraints into a problem for GOLGGE
as described in Section 2.1. GOLGGE then attempts to construct a
proof, potentially delegating subgoals to [45]. If GOLGGE succeeds,
then the protocols are indeed indistinguishable (Th. 4).

3 Preliminaries

We shall use vector notations i throughout as a shorthand for
Y1, - .., Yo when n is obvious from the context. We write fv (¢) for
the free variables of ¢. We also write the inference rule Adn with
n > 0,to mean that A; A...AA, = Bisvalid. All probability-related
statements are defined in the technical report [46] .

3.1 Introduction to the CCSA—The BC Logic
CRYPTOVAMPIRE2’s syntax and semantics extend the Bana-Comon
Logic (BC Logic) [9]. This section briefly introduces to the BC Logic,
while Section 3.2 introduces its extension in CRYPTOVAMPIRE2 and
[45]. We assume the following sets:

(1) Npe, a finite set of nonce names;
(2) Fpe, a finite set of honest functions;
(3) Ghe, a finite set of attacker functions.

Terms in the BC Logic are built from the following grammar:

t=x[n|f (@) |g(0) (®)

where n € Ny, f € Foe, g € Ghe, and x is a variable.

A computational model M assigns elements of M, Fpc, and Gy
to polynomial-time Turing machines, defining an interpretation
[[t}]%iI for each BC term ¢ with respect to the security parameter 5
and a pair p = (pp, pa) of random tapes (for honest randomness
and the adversary, respectively):

(1) [[n]]gMi (1", (pp, p)), with n € My, is a slice of length 7 of
P, pairwise distinct for all elements of M.

(2) For f € e,

[f (t1. . t) e (17, ) =
L (1 [ (%), B (7)) 9)
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where [[f]]M is a polynomial-time Turing machine with no
direct access to p.
(3) For g € Ghe,

lg (te-ost) 5 (17, ) =
91 (17, p, [T (17, ) [l (17, ), (10)

where p = (pp, p) and [¢]" is a polynomial-time Turing
machine with direct access to p# but not pj. Thus, terms of
this form model attacker computations.

In this paper, we assume (_, _) (tuples), 71, 7, (projections), _=_
(equality), If _then _ else _, true, and false are part of F.. This
lets us to define boolean connectives, which we distinguish from
standard first-order boolean operators by overlining them (e.g., we
write a A b := If a then b else false instead of a A D).

DEFINITION 1 (INDISTINGUISHABILITY). Two BC terms a, b are
indistinguishable, written M £ a ~y. b, if for all polynomial-time
attackers A,

P (ﬂ(l",py{, [a] (17, p)) = 1)
= (AG" par [T (17, ) =1

where p = (pn, pa) with py and pa independent random tapes.

) =negl(n) (11

A function h is negligible in n (written negl (n)) when h(r) Tz
o(n~°) forallc e N.

This strong semantic foundation allows us to prove BC axioms
and rules using standard cryptographic tools. An important example
is Th. 1 from Section 2 stating that it is hard to guess nonces:

THEOREM (1 No GUESSING). For any nonce n € N, BC term t,
net=|n#t| (12)
where x » y is also a subterm relation meaning that x is not used in y.

PROOF SKETCH. Assuming n » ¢, by induction on ¢, the random
variables [n]: (17, p) and [¢]i (17, p) are independent. A detailed
proof in the full logic is postponed to the technical report [46] . O

In practice, we restrict ourselves to a class C of models where
function interpretations closely match their real-world counterparts
(e.g., m1(_) as a projection, H (_, _) is a PRF hashing function). The
rules and formulas introduced in Section 2.1.4 describe this chosen
class of models. We write C k ¢ for validity in all models in .

3.2 Extensions to CRYPTOVAMPIRE2’s Logic

3.2.1 The Notion of Protocols. The BC Logic effectively represents
symbolic computations and can model a single protocol execution,
where network inputs are modeled by applying an attacker func-
tion to the history of prior messages (the trace). However, protocol
verification requires considering all possible executions. CRYPTO-
VAMPIRE2 adopts SQUIRREL’s meta-logic approach, abstracting exe-
cutions while formally unfolding back into the BC Logic for each
interleaving. The result is the Symbolic Logic ¢S (P, S, N, F,C)
shown in Fig. 2.

Indices (variables i, j, ... from I') extend reasoning to unbounded
protocols. Timepoints T represent when an atomic input/output
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I= 1ij,... i,j € I, indices
T= 1 timepoints
| a [f] a[’] €S, step
| pred (T) previous step

A= T=T|T<T|T<T
|happens (7 |N:N/
t= uo,... |A

order over timepoints

| n [7] n[”] € N, nonces
| £ [1] () f ] € F, honest function
| att(t) attacker function
|Find @ st. t then ¢’ else t” lookup
| M@pT macro
P= p p € P, protocol identifiers

input \ msg | cond | frame | exec | call (¢ [7])
¢ [7] € C, memory cell

Terms built with this grammar form ¢$ (P, S, N, ¥, C), shortened
to ¢S when the parameters are obvious. @ is a vector of variables
over timepoints and/or indices.

Figure 2: Grammar of the Symbolic Logic.

step is executed, either directly via an indexed identifier a or rela-
tively via the predecessor operator pred. Predicates A reason about
timepoint ordering (=, <, <) or step execution (happens). Terms
t follow the same structure to the BC Logic, with indexed nonce
identifiers and function symbols from N and ¥, respectively. We
restrict ourselves to a single attacker function att. Binders (in the
form of lookups) allow defining quantifiers:

3a,t == Find & st. t then true else false, (13)
Va,t ==3a, =t (14)
Macros relate terms to executions or traces, taking a protocol
identifier p and a timepoint T as arguments, representing input
(input), output (msg), memory cell reads (call(_)), execution con-

dition (cond), attacker knowledge (frame), and the conjunction of
conditions of all executed steps (exec).

DEFINITION 2 (STEP). A step a [1], represented by (¢, m,u), is an
atomic input/output operation guarded by a condition:

(1) c is the condition guarding the step’s execution (referred to by
cond,, (a [1])).

(2) m is the message output if the condition succeeds (referred to
by msg, (a[i])).

(3) u(c[J]) is the assignment to cell ¢ [J] € C (referred to by
cellp (¢ [7],a[i]))

where p is the protocol and fv (¢c,m) C T, fv (u (¢ [J])) CTUT.
We single out the step init, which always has no parameters and

its condition set to true, as the first step executed in all protocols.
Its output represents the attacker’s initial knowledge.
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DEFINITION 3 (PROTOCOL). A protocol p is a tuple (S, =,¢) com-
posed of a set S of steps containing init and constraints <X (partial
order) and o (mutual exclusion) over S. To ensure executability and
representability, we require:

(1) constraints and cell assignments are index-independent (e.g.,
ali] < b[7] & alk] 2 b[I]);

(2) step definitions only reference timepoints smaller than them-
selves according to < and protocol p and recursive cell writes
statically terminate;

(3) init is the smallest element of S according to <.

REMARK 1 (MANY init STEPS). When attacker knowledge does not
fit in a single step (e.g., publishing a whole sequence (pk); of public
keys), we introduce extra initialization steps: unguarded steps smaller
by < than all steps in the main body of the protocol.

3.2.2 Executions. We model protocol execution with a trace:

DEFINITION 4 (TRACE). Given a protocol p = (S, =,9), atrace T
is a tuple (I, S, o1, <s) such that:
(1) 1 is a finite set of indices;
(2) o1 : I — 1, idempotent on 1, assigns index variables to I;
3) S c{alor(i1),...,o1(in)]la[i1,...,in] € S}, is the down-
ward closed set by < of all executed steps;
(4) <g is a total order over S compatible with <X and o:

alil 2b[jl=alil <s b[jl, (15)
alilob[jl=alil <sb[JIAb[jl <sali]. (16)
(16) prevents two mutually exclusive steps from being in S si-

multaneously, and (15) and downward closure ensures init is in S
and is its smallest element.

EXAMPLE 8. Reusing Ex. 1, assume two tags and two rounds. The
protocol splits into steps init, T[4, j], Rs [i, j], and Rf [i] as in Ex. 4,
with constraints from Equation 3. Let I = N and consider:

S = {init <; T[1,2] <1 Rs[1,2]}, (17)
S, = {init <3 T[1,1] <3 Rs[1,2] <2 T[2,2]}, (18)
83 = {init <3 Rf[1] <3 T[1,1] <3 Rs[1,1]}. (19)

(17) describes a valid trace with I = {1,2}, as is (18) despite step
Rs [1, 2] failing. However, (19) is not a valid trace as it contradicts o
despite the condition of all the steps seemingly holding.

We restrict ourselves to protocols sharing some overall structure
enforcing lock step execution by taking inspiration from the notion
of Bi-Process [19, 24] used in other automated protocol verifiers
supporting indistinguishability like PROVERIF [17].

DEFINITION 5 (COMPATIBLE PrROTOCOLS). Two protocols are com-
patible if they share step identifiers and constraints.

Throughout the remainder of this paper, we will assume # con-
sists of pairwise compatible protocols.

ExAMPLE 9. In Ex. 1, (1) and (2) are compatible.

DEFINITION 6 (UNFOLDING). Given a trace T and a term t from
the Symbolic Logic, (t)" is its unfolding into a BC term (the technical
report [46] ).

Sie., such thatif y < x and x € Sthen y € S.
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ExamrLE 10. Continuing Ex. 1, let us unfold input@(y) (Rs [1, 2])
according to trace T(y7) described by Ex. 8’s (17):

(input@q) (Rs [1,2])) @7 ==
((condgry (T [1,2])) 707 A (condgyy (init)) 707 ;
(If (condgy (T[1, 2]))T“7) A (condg) (init))T(”)

T 20
then (msg(l) (T, 2])) w else fail; (20)

(msg(l) (i”it))T(”)))

We extend indistinguishability to the Symbolic Logic: Given a
computational model M and a trace T, we write M, T £ a ~ b when
M E (a)T ~pc (b)T. We abbreviate M,TEa ~bor T Ea ~ b as
a ~ b when context permits. We write +p a to denote a ~ true (a
trace property). Throughout this paper, we use C, T k+p a =b as our
congruence relation, written a = b.

DEFINITION 7 (INDISTINGUISHABLE PROTOCOLS). Two compatible
protocols p; and p, are observationally equivalent or indistinguish-
able in a class of models C if for all timepoints T and traces T,

G, Tk frame@p, T ~ frame@y, 7. (21)

Notations 1. We write [t]], . (p) for [(t)TﬂiAi (1, p), omitting
M and/or T when obvious.

We link trace properties to the notion of overwhelming sequences

(Def. 8) by noting that +p P means that ([[P]]K/ﬂT (p) = 1) . is
; ne

overwhelming.

DEFINITION 8 (OVERWHELMING). A sequence of sets or events
(Eﬂ)qu is overwhelming if |1 — P (E,)| = negl (7).

Thus far, all notions introduced map directly to those of SQUIR-
REL [5], with the sole exception that macros are tagged with a
protocol identifier. This correspondence immediately yields Prop. 2.

PROPERTY 2 (INTERCOMPATIBILITY). Two compatible and exe-
cutable protocols are indistinguishable in CRYPTOVAMPIREZ if and
only if they are indistinguishable in SQUIRREL [5, 6].

REMARK 2. Note that Prop. 2 only considers the original SQUIR-
REL [5, 6] and does not account for some of its later extensions such as
high-order [29] or quantum soundness [28].

CrYPTOVAMPIRE2 mainly considers the Symbolic Logic. Notably,
our use of GOLGGE is constrained to it. However, we sometimes
requires more precision than GOLGGE can achieve (e.g., for some
trace properties), prompting offloads to [45] which uses a further
extension to FOL.

3.2.3 Asa First-Order Logic. Asnoted elsewhere [4, 9, 45]°, the BC
Logic’s semantics do not match classical FOL.

ExAMPLE 11 (COUNTEREXAMPLE TO CLASSICAL SEMANTICS). Con-
sider first_bit (n), with n a nonce. It can be distinguished from
both true and false.

Nonetheless, as shown in [45], we can extend the Symbolic Logic
to be compatible with classical FOL.

%in the technical report of [9]
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DEFINITION 9 (EVALUATED LoGIc). We define the Evaluated Logic
FE(P,S,N,F,C) as:
t:=... asinFig 2
¢ =t [PD)|pAg |pV ¢ |-p|Tx|Vx.0,

where P denotes predicates (e.g., other subterm relations).

(22)

Given a cryptographic model M and a trace T, we link the Eval-
uated Logic with the Symbolic Logic—and consequently the rest
of the CCSA literature—using models £, These Tarskian mod-
els [66] are restricted to be a Herbrand model [42] over ($ and
evaluate [t] to [[tHAI,T (p):

LYT() (17, p) =t whente S(P,S,N,F,C)

0 if [[t]]]ZAL’]I‘ (P) =0
1 otherwise

L5 (|t (17, p) = {

PROPERTY 3 (RELATION BETWEEN LOGICS).
P (LM’T(|t|) (17, p) = o) =negl(n) ffFM.Tept.  (23)
foranyt e S(P,S,N,F,C).

THEOREM 2 (WEAK FIRST-ORDER COMPATIBILITY). Let ¢, be
quantifier-free formulas of £ (P, S, N, ¥, C) such that:

(1) X =1v () andj == v (¢);

(2) forall 1, CTErp (p{;'c' — ?};

(3) (VX.¢) = (Vy.¢) is valid in FOL.
Then C, T kte ¢{3j > £} for allt.

Prop. 3 and Th. 2 enable offloading trace properties to classical
automated theorem provers for FOL. This is the basis of [45], which
we use when the e-graph approach is not complete enough. As the
topic is quite orthogonal to indistinguishability, we refer the reader
to [45] for more details on the FOL translation specifically and a
stronger version of Th. 2.

4 GOLGGE

Automating indistinguishability proofs requires tackling two sig-
nificant challenges:

(A) Even the simple Ex. 1 requires a wide range of equality rules,
from basic semantics (e.g., Ex. 6) to advanced properties like au-
thentication (e.g., Lem. 1) and macro unfolding. While Ex. 6 reduces
term size, macro unfolding increases it, and Lem. 1 transforms terms
into structurally-unrelated forms. Despite existing research [49],
we were not able to complete the set of equations.

(B) The rules of the CCSA calculus can be highly complex: for in-
stance, some encode inductive reasoning (e.g., induction on traces),
others require arbitrary trace properties (e.g., step ordering), and
some introduce fresh symbols.

This combination of challenges means no existing tool fully meet
our needs, necessitating the development of GoLGGE. The clos-
est existing tool to our needs is EGGLOG [68], a powerful equality
saturation engine and DATALOG theorem prover. Like classic DATA-
LOG [22], it derives all facts from initial facts using inference rules,
but unlike DATALOG, it supports arbitrary rewriting. EGGLOG uses
e-graphs [60] to efficiently represent equivalence classes under the
congruence relation induced by rewriting. Thus, facts are no longer
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simple terms, but full equivalence classes instead. However, EG-
GLOG’s DATALOG heritage presents limitations for CRYPTOVAMPIRE2:
it requires pre-enumerating all base facts, which is impractical for
our calculus where facts like trace properties and introduction of
fresh terms emerge dynamically during proofs. Nonetheless, EG-
GLOG serves as a strong foundation for GOLGGE, particularly its
e-graph infrastructure, which we adapt by reversing the reasoning
direction from forward to backward chaining to better handle the
unbounded nature of our proof obligations.

This section describes details of GoLGGE. After more formally in-
troducing e-graphs in Section 4.1, we present a simplified version of
the engine in Section 4.2 and discuss extensions and optimizations.

4.1 E-Graphs and Equality Saturation

DEFINITION 10 (E-GRAPH). An e-graph ® over a signature ¥ and
a congruence relation ~ consists of e-nodes and e-classes:

(1) Ane-classa =={ny,...,n,} is a set of e-nodes n;, each repre-
senting a subset of an equivalence class stored in ®.

(2) An e-node n represents a way to construct its e-class b. It takes
the form f (2) with f € 3 and 2 a vector of e-classes, expressing that
for all term vectors X, 4 € &, f (X) ~ f (§) and both belong tob.

Fig. 1 illustrates several e-graphs. E-graphs are widely used in
automated theorem proving [32, 33, 61] and form a powerful basis
for equality saturation engines like EGG [67]. For the latter, the
relation ~ is typically approximated by directed equality rules.

DEFINITION 11 (DIRECTED EQUALITY RULES). A directed equality
rule has the form

X1 =, Xg Sty WY =, Ym = Ly (24)
where xi,...,Xp, Y1, ..., Ym are variables and ty, ..., ty, ], ..., 1y,
are patterns (i.e., terms with variables) such that fv (t{ el t;n) U

{y, oo o Ym} SV (b, b)) U {og, .. X )

A rule is sound when for any substitution o, if o (x;) = t;o
for all i, then o (y;) » t}a for all j. We simply write t ~» t’ for
x =t ~ x =t/ with x ¢ fv(t,¢’'). This aligns with the intuitive
notion of equality rules.

The orientation of rules helps equality saturation solvers avoid
infinite loops by only adding terms in one direction. Rewriting
rules underapproximate (often non-tightly) the congruence relation.
Given an e-graph ®, we write =g for the induced congruence
relation, and, assuming sound equality rules, we get:

PROPERTY 4 (E-GRAPHS UNDERAPPROXIMATE). Fort,t’ € ®,
t=gt' =>t=~t. (25)

DEFINITION 12 (SATURATION). An e-graph is saturated when it is
stable under all its equality rules.

In particular, once ® is saturated, =g is a proper congruence
relation. Fig. 1 exemplifies the saturation process.

4.2 Base Decision Procedure

GOLGGE expects the following inputs: (i) a set R of directed equality
rules (Def. 11), (ii) a set 7~ of inference rules (Def. 13), (iii) a term g
to serve as a goal to prove.
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DEFINITION 13 (INFERENCE RULES). Given patterns Q,Ry, ..., R,
such that fv (Ry, ..., R,) C v (Q), the rule
R . R
R (26)
Q

is sound modulo = if for all ground propositions R, ..., R;, Q" where
R}, ..., R} hold, if we can find a substitution o such that R;joc ~ R]
and Qo ~ Q’, then Q holds as well.

REMARK 3. The constraints on free variables in a GOLGGE inference
rule are the reverse of those in EGGLOG.

The tool attempts to build a proof tree for g using the rules in
7 and R. Facts, such as the goal, are represented by their e-class
(e.g., g for g) in an EGG e-graph continuously saturated using R.
Simultaneously, GOLGGE backtracks over the rules in 7, searching
for a rule whose conclusion unifies with g by e-matching and then
attempts to prove each premise. If it fails, it backtracks. Algorithm 1
shows a simplified implementation of GOLGGE.

Algorithm 1 Simplified version of GOLGGE

function PROVE; (g)
saturate (R)
for I% €7 do
if Qo = g then
Ry,...,R, « add (Ryo,...,R,0)
if Vi, PrOVE; (R;0) then
return true
return false
end function
where saturate (R) saturates the underlying e-graph with the
rules in R, o is a substitution found by e-matching, and add adds
terms to the e-graph, returning the potentially new e-class.

In the end, the proof generated by the execution of GOLGGE is a
proof tree of 7, where substitutions by =g are interleaved between
each rule application. This means all predicates must at least be
compatible with ~ (i.e., if ¥ ~ § then P (¥) ~ P (¥)) and potentially
more if a predicate can be rewritten into another. Another notable
point is that ® only grows during execution. Consequently, =g also
grows monotonically, and no backtracking over it may occur. This
property significantly reduces complexity during backtracking. It is
a key differentiating factor between GOLGGE and EGGLOG’s approach
to e-graphs and a typical SMT solver’s treatment [33].

THEOREM 3 (SOUNDNESS OF GOLGGE). If all rules in 7 and all
equality rules are sound and PROVE,(g) returns true, then for all
predicates P € g, P holds.

Proor. By induction on Algorithm 1. O

4.3 Extensions and Optimizations

4.3.1 Dynamic Inference Rules. Within CRYPTOVAMPIREZ, restrict-
ing ourselves to a predetermined finite set of inference rules is
insufficient. For example, the PRF rule of Prop. 1 uses subterm rela-
tions, requiring proving that some terms are distinct (i.e., Fp a # b).
These queries are impossible for the e-graph, as it only underapprox-
imates equality (Prop. 4). Thus, a natural extension is to determine
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proof obligations dynamically as we pattern-match on the goal.
This allows us to: (i) apply optimized decision procedures for some
goals (e.g., subterm reasoning), (ii) trigger transformations on the
e-graph that would otherwise be complex (e.g., substitutions in
contexts), and (iii) offload queries to [45] (see Ex. 12).

ExAMPLE 12 (TRACE QUERIES). With dynamic rules, the goal +p
¢ can be offloaded to [45] and treated as an axiom upon success;
otherwise, it behaves as if no rule applies.

Dynamic rules are more expensive than regular ones, especially
offloads to the trace solver, which must often timeout to fail. This
makes the caching of Section 4.3.2 yet more critical.

REMARK 4 (EVOLUTION OF =g). While dynamic rules can modify
the e-graph directly (e.g., add terms, merge e-classes), they must not
introduce modifications that contradict Prop. 4, as GOLGGE does not
backtrack on =g.

In this new setting, we consider 7 as a function from e-classes
to sets of sets of e-classes representing the next proof obligations.

EXAMPLE 13. T (x) = {0} expresses that x is an axiom, while
T (x) = 0 indicates it is unprovable.

In practice, such sets are lists whose order can be relied on for
stateful operations and optimizations (e.g., executing cheap pruning
goals before expensive ones).

4.3.2  Loop Prevention and Memoization. Loops can arise quickly
during the search, as shown in Ex. 14.

ExAMPLE 14 (Loop). Recall (4) from Ex. 6 and the PRF rule of
Prop. 1. Consider u ~ v + m; ({x, H (y,k))) ~ b. We obtain:

u~otrm ({6 H(y, k) ~b by (4)
u~okm({x,n))~b
u~orm((x,H@yk)) ~b

thus creating a loop.

SUBST

PRF (27)

To mitigate this, we use memoization, tracking currently proven
goals and pruning branches that reuse them. This complements
failure and success caching similar to PRoLoG’s SLG resolution [23].
Unlike in PRoLOG, we cache whole e-classes, significantly reducing
the search space, as seen in Ex. 15.

ExampLE 15 (CACHING). Following Ex. 14, cachingu ~v +x ~ b
also cachesu ~ v + m ({x, H (y,k))) ~ b, skipping the expensive
PRF rule. Caching also lets GOLGGE to detect the loop in Ex. 14.

Simple cases like Ex. 14 effectively make memoization a require-
ment for termination.

With all optimizations, GOLGGE behaves as in Algorithm 2, where
mem is the memoization hashmap.

This implementation of memoization is not tight. It is nonethe-
less sound (Prop. 5) and empirically sufficient for protocol verifica-
tion (Section 6).

PROPERTY 5. If PROVE,(g) returns true, then so does PROVE; (g).

Proor. By induction in Algorithm 2 on Prop. 5 and mem [g] =
true = PROVE,(g) = true. O
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Algorithm 2 GoLGGE

function PROVE; (g)
saturate (R)
if g € mem then
return mem [g]
mem [g] « false
for {Ry,...,R,} € 7 (g) do
if Vi, PROVE; (R;) then
mem [g] « true
return true
return false
end function

7 can mutate the e-graph and is responsible for adding proof
obligations to it.

5 From Theory to Practice: CRYPTOVAMPIRE2
for Indistinguishability Goals

In this section, we integrate all previously introduced concepts and
instantiate them in the form of CRYPTOVAMPIRE2’s indistinguisha-
bility solver.

5.1 General Shape of the Proofs

Let p; and p, be two compatible protocols using steps from S, and
T a trace. Recall from Def. 7 that the goal of CRYPTOVAMPIREZ is to
prove:

frame@,, 7 ~ frame@,, 7 (21)

This typically requires induction on 7 using T’s <g ordering.
Induction is notoriously difficult [21, 41], especially in determining
when to initiate it. Nonetheless, CRYPTOVAMPIRE2 always first ap-
plies induction (via the INpucTION rule of Fig. 3) and adapts the
standard closing procedure to address potential missing assump-
tions of the induction hypothesis (see Section 5.2.4).

This culminates in CRYPTOVAMPIRE2 running GOLGGE once per
step, backtracking over the rules definied in this paper, in order
to prove the inductive case. Whenever soundness or performance
requires it, GOLGGE offloads to [45]’s SMT solving.

5.2 New and Improved Decision Procedures

Throughout this section, we use Prop. 1’s PRF as our leading ex-
ample. Other cryptographic notions typically behave similarly. We
remind the reader of the rule:

PROPERTY (1). When H (_,_) behaves like a Pseudo Random
Function [40], the following rule holds:

INDUCTION

frame@p, pred (a) ~ frame@,, pred (a) +
frame@p,a ~ frame@,,a
for all a € S\ {init}

true ~ true r frame@,, init ~ frame@j, init

frame@p, 7 ~ frame@,,t

Figure 3: Induction rule
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u~ovkCln]~b m,knw»prr C[_],m
u~ovk C[H(mk)] ~b
with the notations introduced in Section 2’s Prop. 1.

PRF

In this section, we explore the rule sets designed to utilize rules
like PRF. We introduce how to efficiently search for the context
C [_] (Section 5.2.1), how to compute C [n] from C [H (m, k)] (Sec-
tion 5.2.2), and how to solve for m, k, n»prr (Section 5.2.3). Finally,
we extend the DEDUCE rules [6] (Section 5.2.4) to close goals.

5.2.1 Looking for Candidates. Searching for surface-level patterns
in e-classes is a solved problem addressed via e-matching [32].
However, rules such as PRF require objects of the form C [f (¥)], an
e-class containing a pattern in one of its children. To find contexts
of the form C [m] with X := fv (m), we introduce a function marker.
This function interacts with the e-graph using rules:

m ~» marker (X, m) (28)
f (i, marker (Z,y) ,8) ~ marker (Z,f (i, y,9)) (29)
where { is a constructor of 5. We have Prop. 6 by induction.

PROPERTY 6 (MARKER). In a saturated e-graph ®, marker (X, t)
=@ t andt is of the form C [m].

Such markers allow us to trigger rules efficiently, keeping them

simple. Overall, Ex. 16 instantiates this concept for PRF.

ExAMPLE 16 (PRF MARKER). We build candidatepgr (m, k, t) as
a marker for the PRF rule to find contexts of the form C [H (m, k)].
We then have the following rewriting rules:

H (m, k) ~ candidatepgr (m, k, H (m, k) (30)
f (X, candidatepgr (m, k,y) ,Z) ~ candidatepgr (m, k,f (X, y,2))
(31)

where k is a nonce and f is a constructor of .
Now, we can simply trigger PRF on:

u ~ v + candidatepgp (m, k,a) ~ b (32)
PREF still requires transforming C [H (m, k)] into C [n].

5.2.2 Context and Substitutions over General Terms. Many cryp-
tographic rules feature terms of the form C [_]. Such a context C
represents “a term with holes”, encoding substitution of arbitrary
terms. For instance, in PRF, it is used to convey that one can re-
place all instances of H (m, k) by n. However, such a notion is not
well-defined for e-classes as shown in Ex. 17.

ExampLe 17. ConsiderC [H (m, k)] = H (m, k) = If n = H (m, k)
then 0 else H (m, k). What should C [n] be?

(1) Taking C[_] == _ yieldsC [n] :==n

(2) Taking C[_] = (If n = _then 0 else _) yieldsC [n] =0

Already those two options point to two different e-classes for C [n].
Moreover, (1) can be used for PRF but subterm checks reject (2).

The difficulty comes from choosing a C simply from what the
markers of Section 5.2.1 highlight. This choice affects the related
proofs obligations, notably the subterm checks. Flipping the prob-
lem around, the proofs of subterms effectively choose a C for us.
Thankfully, GOLGGE’s memoization effectively saves the proofs of
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PrRFNONCE

PrrINST bp kZn

FpN#n’

m, k, n»prp H (m, k) m, k,n»prp n’

PRENEQM
rpm#Em

m, k,n»prp H (m', k)

m, k, n » PRF m’

PrrFA
m, k,n»pgr t;

feF\{H}

m, k,n »pgp t,

m, k,n»prp f(t1,...,tn)

PrrINPUT

VAMPPRF,,, (m, k, T) m € {exec, frame, cell (L)}

m, k, n »prr M@, pred (T)

where n is a nonce and VAMPPRF (m, k,_) is a built-in decision
procedure calling [45].

Figure 4: Relevant simplified subset of m, k, _»prr rules

each predicate that is proven; we can use such proofs to build the
new term. Gathering everything together, the rule PRF becomes:

u ~ v + substpgr (m, k, a, n; (m,k,n »pgrr a)) ~ b

m, k, n»prra,m
PRF

u ~ v + candidatepgr (m,k,a) ~ b

A relevant subset of the rules for m, k, n » pgp t is shown in Fig. 4
giving an intuition on how to construct a C[_] from a proof.

5.2.3 Subterms and Equality. In the CCSA, cryptography-related
axioms often translate semantic observations (e.g., a ~ b or Fp a=Db)
into syntactic facts, typically involving subterm searches [5, 45].
These two modes of reasoning often interact poorly, leading to in-
consistencies if not handled carefully, especially with CCSA equal-
ity [45]. Here, we avoid such syntactic searches and replace them
with other predicates. We remark that these subterm searches im-
plicitly encode proofs of existence for polynomial-time algorithms—
potentially with access to specific oracles—that an attacker could
use to break an underlying cryptographic assumption. This often
comes hand in hand with Section 5.2.2’s context retrieval.

ExXAMPLE 18 (SUBTERMS AS PROOF). In PRF, m, k, n »pgp t means
that [[t]]KM is a PTIME algorithm computing t’s value using a hashing
oracle but not k nor n (i.e., with no direct access to the corresponding
slices of py, outside of negligible events). Thus PRF’s condition turns a
distinguisher between C [n] and C [H (m, k)] into a valid attacker in
a PRF sub-security game. Similarly, both PRF and Th. 1, n » t proves
that [[t]]gmr is a PTIME algorithm that does not use n. Refer to the
technical report [46] for formal statements for each rule.

In Fig. 4, PRFNONCE, PRFNEQM, and PrFFA already provide a
good intuition for Ex. 18. These rules sometimes produce goals of
the form tp a # b. This stems from Prop. 4’s underapproximation:
we need to call [45] to prove overwhelming disequality of terms
as we cannot rely on the incomplete =g. Intuitively, this ensures
[[tHJM never uses forbidden terms with non-negligible probability.
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DEeDUCEFA

U,0 >y Xl,y1|h1,h2 U,0 >y xn,yn”ll,hz

wxn)’f(yl" . ~ayn)|h1’h2

u, 0>y f(x1,..

DEeDUCEITE
U, 0>y c1,Czlhy, by u,0>4 I, lplcr A hy,ca A hy
w, 0>y 11, ra|(5c1) A hy, (5¢2) A hy

u,v vy If ¢q then [ else ry, If ¢; then [, else r3|hy, by

DEDUCENONCE

n» ulh n» vlhy

u,0>4 n,nlhy, hy
where n» u|h is n » u under the assumption that 4 holds.

Figure 5: Selected bi-deduction rules

To handle terms like m@,, pred (T), the naive approach would
unfold the macro. However, unfolding depends on the current trace,
not just m and T, which is unacceptable since we require proofs to
hold for any trace. Fortunately, 5, 45] already provide procedures
for computing subterms in such cases, which we reuse. Thus, the
goal VAMPPRF, , (m, k, T) simply offloads the search to [45].

In practice, we also extend the m, k, n » pgr _ rules to include a
guard condition, like to the bi-deduction rule introduced next.

5.24  An Improved Bi-Deduction Procedure. CRYPTOVAMPIRE2 can
only close a goal using the following rules:

DEDUCE

AxioM REeFL
u,v >y a,b|true, true

U~0FU~D u~ovkra~a U~oFa~b
The rules Axiom and ReFL are standard. RerL differs lightly from [5],
allowing for macros in a as ours are tagged by their protocol.

However, the rule DEDUCE leaves us with a new proof obliga-
tion for bi-deduction [6]. Bi-deduction proofs are relevant to in-
distinguishability goals of the form u ~ v + a ~ b. They express
that a and b do not provide more information than u and v in the
sense that we can compute a (resp. b) from u (resp. v) using the
same polynomial-time algorithm 8. In [6], B is restricted to the
attacker’s randomness p #, meaning it cannot guess fresh nonces.
We relax some of this restriction by extending bi-deduction to allow
8 limited but sufficient access to the honest tape py, culminating
in the added rule DEDUCENONCE over the typical SQUIRREL rules.

Fig. 5 presents a relevant subset of the bi-deduction rules imple-
mented in CRYPTOVAMPIREZ. These rules are powerful as they do
not require additional context: proving bi-deducibility can be done
without knowledge of the rest of the protocol, leading to proofs
with few choices and much goal reuse.

Let us formally define our new bi-deduction. Let 7y (p), with
H <€ N and p a tape, be the projection of p induced by taking its
value at each index in H. And we write stableK/LT (h, H) when the
term h is stable by H C N, meaning [[h]]lzmr ((pn, pa)) keeps its
value when changing arbitrarily many bits of p, whose indices are
in H. The notion is formalized in the technical report [46] . We can
then formally define our new bi-deduction:
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DEFINITION 14 (BI-DEDUCTION). Given uj, u;,v7],0;, hi, h; € S,
we say that uj, u; >4 07, v;‘|h*, h}, hold when for all hy, hy such that
hi = h}, we can find

(1) uy,up, v1,0 terms

(2) a sequence (H,,),7€N of subsets of N of size N, ;
(3) B, a polynomial-time Turing machine
such that
v; = v; andu; = If h; then u} else 0 (33)
stablegﬂ’T (h,»,H,,) = stablegﬁ_[!,Jr (ui,H,,) (34)

8 (1. par. 71, (pu). [ (p)) =[] (p) over B (39)
where R}, = {[n:]" (p) = 1} and Ny, is a polynomial in n

In less formal terms: (R;,) restricts the space to where the

hypothesis h; holds. 7y, (Iter¥1€2) selects parts of the random tape
irrelevant to the computation (Equation 34). H, notably selects
the nonces of v; and v; not used in u; and uy. B and (35) allow
computing v; (resp. v;) from uy (resp. uz) with access to the attacker
tape and the selected part of the honest random tape when h; (resp.
h3) holds. DEDUCENONCE and (34) ensure that the selected part of
pn is independent from the u;’s computation, letting us share it
with the distinguisher 8. This notion yields:

PrROPERTY 7 (BI-DEDUCTION). DEDUCE and DEDUCENONCE hold.

5.2.5 Enriching the Frame. DEDUCE is sometimes insufficient to
overcome the limitation of the weak induction hypothesis given by
the INDUCTION rule. This notably happens when DEDUCENONCE
encounters a nonce n that is not fresh. This is typically overcome
by attempting to induct over (36) instead.

<frame@p1 T, n> ~ <frame@p21', n) (36)

Although CrRYPTOVAMPIRE2 does not support goals of this form,
we can emulate such a proof technique by proving a weaker protocol
which “leaks” n in init or using Rmk. 1’s extra init steps.

On failure, CRYPTOVAMPIRE2 can retry a proof with a frame
enriched with some nonces. It will guide its choices by remembering
which nonces blocked the previous proof because of DEDUCENONCE.
This approach often finds a suitable set of nonces much faster than
basic exhaustive search (Table 1).

5.3 Quantifiers and Variables

One major roadblock toward automating ours and SQUIRREL’s pe-
culiar fragment of the CCSA comes in the form of binders. As a
reminder from Section 3.2’s Fig. 2, they come in the form of the
lookups Find 7, 7 st. ¢ then t’ else t”” and can be used to further
define objects similar to the first-order quantifiers 3 and V as shown
in (13) and (14) respectively. These are higher-order terms which
neither of our backends (i.e., EGG and SMT-LIB solvers) natively
support. This section explores the transformations required to suf-
ficiently capture their semantics throughout CRYPTOVAMPIRE2.

5.3.1 In First Order Logic. [45] already presents and uses results to
soundly transform 3 and V into their first order logic counterparts.
Such equivalence does not exist for general lookups. In [45], lookups
are each replaced by free functions leveraging Skolemization [65]
whose semantics are then described through added axioms.
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ExamPLE 19 (NAMING OF Lookups). LetX := Find ﬁst. tthent’
else " be a lookup with @ = fv (X). We introduce the free function
findy and the skolems skx such that:

-

findy (&, ﬂ) =If t then t’ else t” (37)
Va, Bt = t{ﬁ > sky (52)} (38)
We then use findx (52, sky (a)) in lieu of X in first-order formulas.

However, unlike in [45], we do not know ahead of time which
lookups are part of the problem. Moreover, as this is a fairly expen-
sive transformation to the SMT solver, we want to reuse as many of
the “named” functions as possible. To that end, CRYPTOVAMPIRE2
implements caching and quantifier unification.

5.3.2 In the E-Graph. One could use the same strategy within the
e-graph. This, however, prevents rewriting within a binder. Instead,
we take inspiration from [63] and enable our e-graph to reason
about any binder using Modal De Bruijn indices [31] and Peano
arithmetic [39]. We introduce the usual two symbols to represent
variables 0, and S, as the zero and successor function respectively.
Thus, for instance, 3x, Jy, g (x, y) becomes 3, (I (g (S (04),021))).
Moreover, we make S; a Modal Operator, in the sense that it applies
to arbitrary terms and not just De Bruijn variables, and it intuitively
increments all the variables of its arguments. Effectively, we include
the following equality rule:

Sy (f(t1, .. stn)) » f(Sa(t1),...,Sy (tn)) (39)

Such encoding has the benefit of making free variables explicit.
This is important as Section 5.2.1’s marker functions can “extract”
a term out of its binder, so can rewritings (e.g., x =g 71 ({x,0,))).
In these cases, soundness requires us to treat those free variables
as universally quantified (or give up). Encoding bound variables
using De Bruijn indices gives us this for free.

5.4 Soundness

The semantics of CRYPTOVAMPIREZ are directly grounded in tra-
ditional cryptography (Section 3). This has the interesting feature
that each rule can be proven separately while still retaining Th. 4.

THEOREM 4 (SOUNDNESS OF CRYPTOVAMPIRE2). Let p; and p;
be two compatible protocols using steps from S. If CRYPTOVAMPIRE2
returns true, then p; and p; are indistinguishable according to Def. 7
in the computational model under consideration.

Proor. Since all inference and equality rules are proven sound,
Th. 3 lets us prove Def. 7’s (21). O

6 Benchmarks

6.1 Implementation

CRYPTOVAMPIRE? is available at [47]. It is implemented in around
26 000 lines of rRUST [1] code (1600 for GOLGGE). It contains a modi-
fied version of EGG [67] and a reimplementation of [45] to fit the
new shape of formulas. User input is handled through the sTEEL [64]
interpreter for SCHEME [2], to which CRYPTOVAMPIRE2-specific bind-
ings were added. This lets the user easily programmatically define
their protocol while keeping most of the advantages of a domain-
specific language. CRYPTOVAMPIRE2 offloads some goals to SMT
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Protocol Features Enabled Enriched | Memoization Runtime (s) Longest SMT Run (ms)
Nonce Sets Hit Rate GOLGGE | SMT [ Total [| All | Vamege | 23 [ cvcs
basic_hash [20] A PRF - 24.0% 0.1 14 1.6 30.8 96.4 31.0 421.3
hash_lock [48] A PRF - 27.4% 0.3 2.1 2.3 79.3 137.9 142.1 X
lak_tag [43] A& PRF, Fa - 40.8 % 53 9.0 14.4 20.9 454.7 21.1 142.1
mw [59] A PRF, XoR, Fa - 44.7 % 16.0 8.7 24.7 22.9 125.5 27.7 | 451.0
feldhofer [37] A ENK-KP, Fa 1 48.3 % 110.6 19.9 130.5 15.0 34.6 18.4 48.8
private_auth [10] A ENK-KP, IND-CCA, Fa - 35.9% 0.9 3.9 4.9 19.1 11.7 35.4 X
base A 3 40.4 % 2.3 11.3 13.6 14.6 32.2 37.6 X
ddh [44] base m _ i DDH, Fa 3 34.6 % 2.6 14.3 17.0 17.7 34.1 35.8 X
composition A 1 23.1% 1.9 11.8 13.6 28.7 16.5 85.8 X
composition m” 3 25.5% 15.8 94.1 109.9 20.9 33.8 65.7 X
part 1 AT 2 31.5% 2.4 11.5 13.9 22.0 33.9 38.6 402.8
part 2 A" 2 31.1% 5.3 24.6 29.9 28.1 39.3 39.7 X
h [53 = DDH, F
ssh[33] = e 7w P EA - 32.8% 05 490 | 54 |[ 118 | 294 | 234 | 552
part 2m’ - 15.7% 0.2 1.5 1.7 9.6 234 14.0 19.9
1fmtp nt PRF - 41.1% 0.6 4.2 4.8 11.2 30.0 19.6 68.4
toy_state m+ PRF - 27.5% 0.1 0.4 0.5 10.3 32.9 14.5 66.8
¥ stateful

T using the composition framework [27]
X fails to prove indistinguishability reguardless of timeout

A unlinkability query
B strong secrecy query

Table 1: Summary of the Experiments

solvers (as in [45]) via SMT-L1B [13], using VAMPIRE [51], z3 [33]
and cvc5 [12] in parallel.

6.2 Setup and Limitations

6.2.1 Experimental Setup. We used a 24-thread machine equipped
with an AMD 9900X processor and 64 GB of RAM, less than 1.4 GiB
of which was required for all experiments. We used VAMPIRE 4.9,
z3 4.15.8 and cvc5 1.3.3. All solver timeouts were set to 150 ms (the
lowest allowed by VAMPIRE) for the “Runtime” column of Table 1
and 750 ms’ for the “Longest SMT Run” column.

6.2.2  Description of the Benchmarks. We evaluated CRYPTOVAMPIRE2
on all supported indistinguishability goals from SQUIRREL’s bench-
marks [5, 6]. This means all queries that could be converted and
expressed as frame@,, t ~ frame@p,t. This includes stateful pro-
tocols and protocols using the composition framework [27], but
it notably excludes yubikey-related lemmas. Overall, they consist
of unlinkability and anonymity properties in the basic_hash [20],
hash_lock [48], lak_tag [43], feldhofer [37], mw [59], private
auth [10], ddh [44] and ssh [53] protocols; strong secrecy of the
key in ddh, ssh; and two toyish stateful protocols from SQUIRREL
(1fmtp and toy_state). We closely follow the modeling in [5, 6].

All experimental results are summarized in Table 1. It captures
the sort of queries tested (unlinkability or strong secrecy) along
with the features required of CRYPTOVAMPIRE2 to prove the query.
That is, the notable cryptographic assumptions (see the technical
report [46] for detailed rules) and proof techniques required (e.g.,
usage of Section 5.2.5, and to which extent). We further recorded
the running times split between the SMT solver and GOLGGE (i.e.,
the rest of CRYPTOVAMPIRE2), and the longest time taken by each
SMT backend to prove a query.

7chosen such that the result of the overall proof is not influenced by the timeout

6.2.3 Limitations. To automate indistinguishability proofs, CRypTO-
VAMPIRE2 sometimes requires trace lemmas as input. In particu-
lar, all stateless protocols except private_auth require one trace
lemma capturing the authentication properties expected by their
specification (e.g., Lem. 1 for basic_hash), while both stateful pro-
tocols require secrecy lemmas about their state. These lemmas con-
strain the search space and preserve execution alignment during
the proof. They are not arbitrary proof artifacts, but security goals
of the protocol specification. While synthesizing such invariants is
future work, tools like [45] can already verify the authentication
lemmas when provided, and SQUIRREL can verify all of them.

As mentioned above, CRYPTOVAMPIREZ is currently strictly con-
strained to bi-processes. Effectively, this restricts our support for
stateful protocols, excluding 11 indistinguishability goals from [6].
These goals are typically lemmas for broader trace properties.

Furthermore, here we consider only examples from [5, 6]. We
do not take into account later extensions made to SQUIRREL.

6.3 Analysis

6.3.1 General Runtime Analysis. Despite the short timeout, we
observe that almost all the runtime is spent waiting for the SMT
solvers. Deeper analysis reveals that most of it is spent on impos-
sible queries waiting for the solvers to time out. This underscores
the importance of the longest SMT query in CRYPTOVAMPIRE2’S
runtime, as this dictates the timeout that can be given to the SMT
backend. Moreover, we observe that the proportion of time spent on
SMT proving reduces as the total runtime increases. This correlates
with increased memoization: as time goes on, SMT queries, or goals
that would lead to some, are cached.

6.3.2 Backend Comparison. We compare the SMT backends (each
solver individually, then all together) on their ability to terminate
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quickly on all successful queries. This metric is crucial, as it deter-
mines the minimum timeout required for a configuration to prove
indistinguishability, which in turn has a significant impact on the
total runtime. We manually verified that failing cvc5 runs were
not due to timeouts, but rather to incomplete solver strategies. The
fastest single solver is marked in bold in Table 1.

Interestingly, VAMPIRE alone sometimes outperforms racing all
solvers in parallel (including VAMPIRE itself) for a result. This para-
doxical outcome is explained by a different resource allocation when
all solvers are enabled. Such cases are marked with underlines.

One should note, however, that CRYPTOVAMPIREZ runs the solvers
in close-to-default configurations. Their performance could likely
be significantly improved with further tuning.

Overall, VAMPIRE is more often the fastest, while z3 is not far
behind with more consistent runtimes. The poor performance of
cvc5 contrasts with the results of [45]. This highlights the high
volatility of SMT solvers, which justifies why CRYPTOVAMPIRE2
does not rely on a single solver.

7 Conclusion and Future Work

This paper has introduced CRYPTOVAMPIREZ, the first auto-active
verifier® for indistinguishability in the computational model using
the CCSA framework. To that end, we also introduced GOLGGE—a
novel backtracking engine supported by e-graphs—which enables
a more relaxed approach to equality, key to CRYPTOVAMPIRE2’s suc-
cess. CRYPTOVAMPIRE2 was furthermore tested against the examples
of the state-of-the-art proof assistant SQUIRREL [5], successfully
proving them all.

Future work will focus on extending CRYPTOVAMPIRE2 to ad-
vanced CCSA techniques such as quantum soundness [28]. Beyond
such extensions, we aim to propagate the new equality reason-
ing philosophy to [45], alongside various improved heuristics and
optimizations for CRYPTOVAMPIRE2 and GOLGGE.
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All code, benchmarks and instructions on how to use them are
available at [47].

Ethical Considerations

The research presented in this paper focuses on the development
of formal verification techniques to improve the security and pri-
vacy of cryptographic protocols. As a tool for automated theorem
proving, its primary purpose is to provide rigorous guarantees of
security, thereby contributing to the robustness of digital infrastruc-
ture. This research does not involve human subjects, personal data,
or real-world vulnerability analysis of deployed systems. Our exper-
imental evaluation relies on established formal models of protocols
and standard cryptographic assumptions.
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Unlike many protocol verifiers, CRYPTOVAMPIREZ2 cannot find
attacks. It could nonetheless still be used by nefarious actors to
build highly resilient systems for malicious purposes. We believe,
however, that the benefits of lowering the barrier to building secure
protocol standards and implementations for the general public far
outweigh these potential harms.

Generative Al Usage

Generative Al was used for editorial purposes on this paper, to
orchestrate the testing (the tests themselves were written by hand).
They were used to very little success within CRYPTOVAMPIREZ,
hence the code itself was overwhelmingly written by hand.

In all cases, their output was never blindly trusted, and we always
thoroughly checked for correctness.
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